
In the

News

• Ecobee becomes the first
HomeKit thermostat
Connected thermostats
are an easy way to make
your home a little smarter,
and a new HomeKit-
supported version of
Ecobee aims to make
things even easier.
The $250 Ecobee3 smart
thermostat is available
now through the Apple
Store. Technically, Ecobee
isn't the only thermostat
that works with HomeKit,
though it's the only one
that doesn't require a
separate hub device, such
as Insteon's thermostat
and HomeKit hub.
Like other HomeKit-
enabled products,
Ecobee3 users can control
the thermostat using Siri
voice commands.
HomeKit can also group
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i
Tunes users who rely on Home Sharing to stream their songs
to other networked devices may want to hold off on iOS
8.4. As several users in Apple’s forums have pointed out, the

latest version of iOS doesn’t support Home Sharing for music.
That means if you’ve got a bunch of songs stored on your Mac, you
can’t stream them over Wi-Fi to your iPhone, iPod Touch, or iPad
for the time being without turning to third-party solutions. Home
Sharing for music does remain available to Apple TV users, at least,
and video sharing should still work on all devices.

The reasons for the removal are unclear, though 9to5Mac
speculates that licensing agreements for Apple Music could be to
blame. The new streaming music service is limited to one device
per iTunes account at a time, so Apple may need to ensure that
Home Sharing doesn’t function as a workaround. The release notes
for iOS SDK 8.4 do list the unavailability of Home Sharing as a

iOS 8.4 nixes Home

Sharing for music, at

least for now

iTunes users no longer have a free, built-in way to stream
their songs from a Mac to iPhones and iPads.

Jared Newman | @onejarednewman
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W
e’ve barely
delved into
Apple’s latest
grand
experiment

with online media, but I’m
already looking forward to
the next one. I’ve spoken of
my hopes for Apple’s rumored
television service in the past,
but after a few days with
Apple Music, I’ve been even
more curious about how the
company plans to tackle the
TV industry.

I appreciate the audacity
and ambition of what Apple’s
trying to do with music. I’m
second to none in my admiration
that the company rolled out a
massive streaming service and
worldwide radio station to 100
countries with relatively few
hiccups. That’s a testament to its
clout and its ability to change
the world—when it cares
enough.

Apple seems to succeed best
when its business interests
intersect with its passion. But
though the company’s repeatedly
banged the drum, as it were,

about how music is part of its
DNA, the same claims have
never really extended to
television and movies.

Over the years, Apple has
touted each new music milestone
from the iTunes Store, but
updates on the company’s movie
and TV business have been few
and far between. From a purely
nuts and bolts perspective, I
suspect that’s because iTunes’s
video business has never had the
meteoric success that music has.
The most current number I
could find was slipped into a

press release in June 2013, when
HBO Go and WatchESPN were
added to the Apple TV:

iTunes® users have
downloaded more than 1 billion
TV episodes and 380 million
movies from iTunes to date, and
they are purchasing over
800,000 TV episodes and over
350,000 movies per day.

At that point, TV episodes
had been available on the store
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Apple needs a television advocate

Music is in Apple's DNA, but what about TV?
Dan Moren | @dmoren

Continued on Page - 4
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for around eight years (since
2005), which means the
company was averaging around
125 million episodes a year.
That sounds
like a pretty
good
number
until you
realize that
earlier in
2013, the
iTunes Store
also
recorded 25
billion
songs sold,
or around
2.5 billion
songs a year
since its
launch in
2003.

Granted, we’re talking two
different mediums with wildly
different price points and
consumption habits. But that’s
part of what worries me: TV
can’t be treated like music. And
while Apple is second to none in
lauding the role of music,
television has long seemed to be
a second-class citizen in
Cupertino. The late Steve Jobs
famously said—in an interview
with my fellow columnist Jason
Snell, no less—that “We think
basically you watch television to

turn your brain off…” ; in this
year’s Becoming Steve Jobs, one
anecdote had him declaring “I
just don’t like television. Apple
will never make a TV again.”
Jobs was, of course, famous for
saying something contentious
only to turn around and

contradict himself when it was
convenient, but in this I think
we’re seeing a glimpse of Jobs’s
own beliefs.

That said, Steve Jobs isn’t
around anymore—this is Tim
Cook’s Apple. Then again, I’m
not convinced that Tim Cook
himself is much of a TV watcher
personally—sporting matches
excluded. Fitness and health is
his bailiwick, and he does a great
job conveying his own passion

and enthusiasm for those aspects
of Apple’s business.

But what Apple needs is
someone to make the case for
television. To talk about why it’s
great and why Apple thinks its
service, whatever it is, is the

greatest
thing
since the
invention
of the
remote
control. It
needs a
television
advocate.

Admittedly, television is hard to
demo on stage—while you can
have U2 come out and play a
few songs, you can’t really have
the audience watch a whole
episode of Mad Men or Game of
Thrones. But I’d like to see
someone who can make me
believe that Apple cares about
television being great as much as
it cares about music being great.

A
n Italian firm
with the
appropriate name
Hacking Team
suffered a massive

breach in its company data
Sunday, and 400GB of internal
documents so far have been
released and are being analyzed
by reporters and security
researchers. Hacking Team’s

customers are government
agencies, including both law
enforcement and national
security, and the ostensibly legal
software it sells to help them
intercept communications
includes not-yet-exploited
vulnerabilities, known as zero-
days.

Much has been speculated
before and after Edward
Snowden’s release of a trove of
National Security Agency (NSA)
documents in 2013 about the
capabilities of the United States’
agencies as well as those of allies
and enemies. The Hacking Team
dump reveals quite a bit more

Hacking Team hack reveals why you

shouldn't jailbreak your iPhone

A massive breach in the private data of a firm that sells software to governments to spy on
communications shows that jailbroken iPhones are vulnerable.

Glenn Fleishman | @GlennF
Senior Contributor, Macworld

Maybe that’s wishful
thinking. I mean, Apple went
out and spent $3.2 billion on a
music company; it hasn’t done
anything of that magnitude on
the TV side. Still, among the
ranks of vice presidents and
product managers working on a
project as large as a new TV

service there surely must be
someone who can be passionate
and eloquent about why
television is important.

I’ve been waiting for a solid
Apple subscription TV service
for as long as I’ve been writing
about the company. This is an
area that, as cringeworthy as the
phrase might be, is ripe for
disruption. Apple could be the
one to do it, but it also needs to

be able to convince the viewing
audience that the time is right to
change the channel.
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“Prerequisite: the iOS
device must be
jailbroken.”

“The long-running
concern that

jailbroken iPhones and
iPads were susceptible
to vulnerabilities that
could include access by

so-called state actors
appears to be confirmed.

”
While jailbreaking an iOS

device to install software has
been a continuously sought-
after option, and one that’s
constantly revised by different
parties as Apple fixes the
exploits that allow it, there’s
always been a concomitant
knowledge that jailbreaking
renders an iPhone or iPad
vulnerable. Apple is certainly
protecting its ecosystem, but
researchers agree it’s also
protecting system integrity.

Nick DePetrillo, a
principal security researcher at
Trail of Bits, says,
“Jailbreaking your iPhone is
running untrusted third-party
exploit code on your phone
that disables security features
of your iPhone in order to
give you the ability to
customize your phone and add
applications that Apple
doesn’t approve.”

DePetrillo takes no
position on Hacking Team or
sideloading apps, but notes
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Ecobee is selling the non-
HomeKit model at a $20
discount.

Why this matters: Thermostats
are a good starting point for
smart homes, as they don't
require as much planning
compared to a system of smart
light bulbs, outlets, and
switches. It's early days for
HomeKit, with just a handful
of devices supporting Apple's
framework, but we're guessing
the thermostat will be a
popular way for people to get
acquainted.



about the routine functions of
third-party suppliers into that
ecosystem, including
specifically enumerated
capabilities.

iOS users should therefore
take note that the long-
running concern that
jailbroken iPhones and iPads
were susceptible to
vulnerabilities that could
include access by so-called
state actors appears to be
confirmed by the data breach.

Two security outfits—the
commercial Kaspersky Lab in
Russia and academic Citizen
Lab in Canada—first revealed
in June 2014 that they had
discovered and decoded
Hacking Team’s smartphone-
cracking software. The reports
at that time indicated that only
jailbroken iOS devices could
be hijacked, but that malware
could be installed on an iOS
device when connected to a
computer that was confirmed
as trusted, and which had been
compromised.

That external analysis has
now been complemented by
the Hacking Team’s internal
documents. One pricelist
shows a €50,000 ($56,000)
price tag on an iOS snooping
module with the note,

multiple actions into
“scenes,” for instance
letting users turn down the

heat and switch off
connected lighting with a
single command. With an
Apple TV as a hub, users
can control HomeKit
devices with Siri from
outside the house as well.

Aside from HomeKit
support, the new Ecobee3 is
identical to the existing
version. It has a touch
display on the device itself,
and offers companion apps
for controlling the
temperature from a phone,
tablet, computer, or Apple
Watch. Ecobee also comes
with a remote motion and
temperature sensor, which
adjusts the home's
temperature based on which
rooms are occupied.
(Additional sensors cost $79
each.)

Unfortunately for existing
Ecobee users, there's
currently no way to add
HomeKit support to
previous models. A FAQ on
Ecobee's website notes that
HomeKit requires specific
hardware, so upgrading
existing models “is not
something that is possible
with a firmware or software
patch.” For those with no
interest in Apple's platform,

that from a security perspective,
the latest jailbreaking software is
designed to obfuscate how it
works, comes from teams based
outside the United States, and
disables several security features.

Although installing the
malware on a jailbroken iOS
device would seemingly require
physical access, the related
exploit of jailbreaking via
malware installed on a trusted
computer would allow bypassing
that limitation.

Researchers have also found
so far that Hacking Team has a
legitimate Apple enterprise
signing certificate, which is used
to create software that can be
installed by employees of a
company who also accept or
have installed a profile that
allows use of apps signed by the
certificate. It was shown last

6

November that an enterprise
certificate combined with a
jailbroken iOS device could be
used to bypass iOS protections
on installing apps. Further,
Hacking Team had developed a
malicious Newsstand app that
could capture keystrokes and
install its monitoring software.

In a stunning bit of irony,
Hacking Team had many of its
online accounts at social media
and other sites hijacked because
of poor password choices, and
storing passwords in forms that
could be easily readable by
whatever party performed the
data breach.

What can you do to protect
yourself against Hacking Team
and similar software? Most

July, 2015
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metrics—active calories consumed,
exercise, and stand time, and the
achievements that can be unlocked
through the Fitness app are thoughtful
without being cheesy.

Interestingly, I find that the stand
indicator has had the biggest impact
on my daily routine. Like many
people these days, I spend most of my
time at a desk, and, when I become
absorbed in a task, I tend to sit still for
hours on end, oblivious to most of
what happens around me. With the
Watch, however, a gentle tap on my
wrist reminds me to get up every now
and then, take a quick break, and walk
around a bit. It may seem gimmicky,
but it really makes you feel fresher at
the end of a long workday.

Burn, baby, burn

I’ve also started tracking my
energy intake and expenditure. After
all, the Fitness app makes keeping tabs
on the latter trivial—all I have to do is
wear the watch—and it seems only
fitting that, once you figure out how
many calories you’re burning, you also

want to
know how
many
you’re
eating.

The
Watch has
no way to
help with
that, of
course, but
being part
of the
world’s
largest
mobile
software
ecosystem
means that
there are plenty of complementary
apps that can be used for this purpose.
For my part, I ended up using
MyFitnessPal, which, in addition to
being free, comes with a database that
includes just about any kind of food
you can think of.

A day in calories, as tracked by
MyFitnessPal, with a little help from
my Apple Watch.

I have no way of telling how
accurate the whole system is, but, at
least at my level of fitness, precision
isn’t really the point. Instead, with the

A
s Macworld’s resident
couch potato, I must
confess that I’m a
little nonplussed by
the fact that so much

of the coverage that surrounds the
Apple Watch’s fitness features seems to
be the work of people who appear to
have a… disconcerting familiarity
with fitness itself.

Of course, I understand that the
need for expert opinion, but it seems
to me that those who already love to
run, bike, and swim would do well at
their sports of choice even if all the
technology they had at their disposal
consisted of a pencil and some paper.

What about the rest of us—the
common folks whose hatred for
exercise is matched only by their love
for a comfortable couch and a bowl of
chips? Can Apple’s latest gadget help
us get a better handle on our health?

From couch to coach

Back in February, I wrote a little
piece about how a few HealthKit-
compatible devices helped me better
track metrics like my weight and
blood pressure. At the time, I
predicted that the advent of the Apple

Watch would bring even more
improvements to my lifestyle—and,
actually, I wasn’t disappointed.

But first things first. I’m happy to
report that I continue to be very
happy with my HealthKit adventure.
The first thing I do in the morning is
still to step on my trusted Withings
Body Analyzer, and, at least once a
week, I use a wireless cuff to
take my blood pressure.

To these measurements, I
now add information on my
heart rate, which the Apple
Watch collects almost
continuously throughout the
day. This data has proven to be
surprisingly useful: On a daily
basis, it helps me keep track of
times when I exercise, and, in
the longer term, it allows me to
measure my ability to sustain
more strenuous activities
without, so to speak, breaking a
sweat.

Will the real Mr. Tabini stand

up?

I’m not a huge fan of the
achievements and gamification trend
that is often used to reward a person’s

activity—I simply find the artificial,
Richard Simmons-level cheerfulness
that seems to pervade most fitness
apps off-putting in the extreme.

However, I must say that Apple
has done a fantastic job with the
Watch’s fitness indicators. The device’s
three-ringed display gives me an at-a-
glance look at three important daily
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Apple Watch and fitness: A couch

potato's perspective

Can wearable technology help exercise haters get off the couch?

Marco Tabini | @mtabini
Macworld

known issue, so there’s hope that
Apple is working on a fix.

In the meantime, users can
always try some third-party
alternatives such as Plex or Subsonic.

Why this matters: For some
users, iTunes Match and iCloud
Music Library may obviate the need
for Home Sharing, as both services
upload your music (or match known
songs with iTunes versions) for
streaming from anywhere. But while
Home Sharing is completely free,
iTunes Match costs $25 per year, and
iCloud Music Library is a feature of

Apple Music’s $10 per month
streaming service. If you’re not keen
on more subscription fees, it’s best to
hold off on iOS 8.4 or try an
alternative program for local
streaming.



Continued on Page - 9

iOS 8.4

from page 1

The Watch’s three-ring fitness display has
earned a permanent spot on my clock face.
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people are not in danger of
having this software used against
them, because Hacking Team’s
approach focuses on individual
devices rather than mass
interception. (Other companies
and agencies work on that.)
Apple’s iOS security is
apparently good enough that
only a jailbroken phone or a
compromised Mac to which an
iOS device is connected are
vectors to exploit.

Should you never plug an
iPhone or iPad into a Mac and
click Trust when prompted? It’s
hard to say “never,” unless you’re
at risk of reprisal for your
political activities in your
country. Governments are
known to use these sorts of
techniques to pinpoint
individuals of interest, because
widespread use could disclose
them, and allow operating
system and other software
makers to protect against them.

You can imagine that
anything disclosed in this breach
will be turned into fodder for
Apple, Google, and others to fix
wherever that’s possible.



Hacking Team

from page 7

order-of-magnitude idea that the
Watch and MyFitnessPal give me, I
can get a good idea of whether I
should skip that extra piece of bread
that I didn’t really earn, on any given
day.

My enemy is a circle

Perhaps unsurprisingly, the circle
that gives me the most trouble is the
one that tracks exercise. Despite a few
attempts at calibrating the Workout
app, I cannot seem to get the Watch to
properly account for the number of
minutes I think I spend exercising.

Thus, on some days, I will get to
the end of the afternoon with a nearly
full circle despite having done nothing
special, while on others I will go on
what feel like long, brisk walks for an
hour or more without even managing
to nudge the indicator forward,
regardless of whether I explicitly start
the Workout app or simply let the
Watch track my activity on its own.

Despite a fair amount of fiddling,
I haven’t quite managed to figure out
what I’m doing wrong—more
importantly, I don’t feel that Apple’s
software is really helping me get a
good handle on the situation, and I
hope that things will get better as new
versions of watchOS see the light of
day.

You are here
As you have probably surmised by

now, the biggest impact that the
Watch has had on my daily life has
been to give me a sense of context

through which I can keep an eye on
my health and fitness. With hard data
at my disposal, I can make better
decisions and work on improving the
things that matter almost without
thinking.

If you’re a fitness buff, I doubt that
any of this will sound particularly
revolutionary—indeed, all of the
features I’ve described here can be
performed just as well by using a
dedicated fitness device, which is also
likely to cost less than an Apple
Watch.

But here’s the trick: I didn’t buy
the Watch because I wanted a fitness
tracker. From my point of view, all this
functionality is a happy accident that I
gladly take advantage of, but that, on
its own, would never lead me to invest
in the time and money required to use
a dedicated device.

Much like the iPhone has placed a
camera in the hands of millions of
people who would not otherwise be
taking pictures with dedicated devices,
then, the Watch’s biggest innovation is
that it has the potential of turning a
large crowd of couch potatoes on to a
more active lifestyle even if fitness is
the last thing on their mind. And, if it
worked for me, I’m sure it can work
for anyone. 
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