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In the
News
• E*Trade Adds Apple Pay
Functionality ±E*TRADE
Financial Corp.
(www.etrade.com) has added
Apple Pay functionality for
E*TRADE debit card
holders. The payment option
caps off an end-to-end
experience for E*TRADE
customers — from
researching investment
opportunities all the way
through using cash in their
accounts for daily purchases.
Customers can now link
E*TRADE debit cards
directly to Apple Pay and
enjoy card-free payment.
Apple Pay is currently
available using an iPhone 6,
iPhone 6 Plus, iPhone 6s,
iPhone 6s Plus, Apple Watch,
iPad Air 2, or iPad mini 3
running iOS 8.1 or later.


Apple employee
arrested, charged with
buying $1M in
company gift cards
with fake plastic
He allegedly sold $2,000 Apple gift cards for $200.
Gregg Keizer | @gkeizer
gkeizer@computerworld.com, Computerworld

24-year-old former Apple employee faces up
to 15 years in prison for allegedly using
recoded credit and debit cards to buy nearly
$1 million worth of Apple gift cards, then
reselling them on the black market,
according to authorities in Queens County, New York.

A

“The defendant is accused of using his tech skills to rig
the values on both American Express and Visa gift cards
and then using them to purchase gift cards from his
employer, the Apple Store,”
said Richard Brown, the
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EASY TO USE ACCESS TO
MAC RELATED LINKS &
CLUB SCHEDULED EVENTS
& SERVICES…
EVEN AN ADOBE ACROBAT
PDF ON-SCREEN VERSION
OF THIS NEWSLETTER TO
ACCESS WHEN YOU’RE
OUT-OF-TOWN OR TO
EMAIL TO A FRIEND

Early Bird Q & A
5:30 to 6:30 PM
General Meeting
6:30 to 7:30 PM
MEETING LOCATION MAP
ON BACK COVER

• Check for future meeting
topics & scheduled events.
• Access meeting related
topic literature & files.
• eNewsletter to download or
view online.
• Mac Company website
links.
• Visit our HELP page to
access solutions for your
Mac.
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1Password is still secure, but you can
reduce a potential risk
A blog post caused some alarm that
1Password stored some user data insecurely. Sort of! But easy to fix, too
Glenn Fleishman | @GlennF
Senior Contributor, Macworld

ale Myers posted a
blog entry a few days
ago about a problem
he’d found in
1Password: while
passwords in AgileBits’ vaults were
secure, metadata was stored in the
clear. And this was intentional,
allowing web-based access to the vault
to retrieve information without
requiring the 1Password app.

D

Myers wasn’t incorrect and he
wasn’t over-sensationalizing the
October, 2015

situation. He also provided a
recommendation for a solution, one
that AgileBits endorsed in its blog
entry responding to his post. And he
continues to use the product.
Though it’s obvious, neither
Myers nor AgileBits explicitly noted
one important factor, however: A
sniffer has to gain access to your vault.
If you posted it on a website that you
set up for only you to use, perhaps
someone else would find or a security

breach at a hosting company might
provide a way in.
But if you use Dropbox for
syncing, there’s little chance for easy
vacuuming up of your data. I have my
1Password vault synced to two Macs
and two iOS devices using Dropbox.
I have two-factor authentication
enabled for Dropbox, and FileVault,
Touch ID, and a passcode in use on
those computers and mobiles.
Continued on Page - 4
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1Password from page 3

Someone has to either get access to
my Dropbox credentials and second
factor, or get access to my devices in
an unlocked state to grab my file. (It’s
also possible Dropbox would
experience a hack that would allow
files to be obtained without
credentials or physical access, but that
would expose vast amounts of
information of all kinds, rather than
being a targeted effort to obtain a
1Password vault.)
Even if someone should retrieve
your entire vault, the information
they could get is only useful to learn
about you, rather than to break into
your accounts. The passwords
themselves remain protected in an
extremely strong manner that requires
a huge amount of computational
effort and substantial time to crack.

But even losing metadata makes
some people nervous, and rightly so.
In the wrong hands, information
about what you do—where you have
accounts—could be used for identity
theft or harassment.
Moving on OP
The format Myers objected to,
Agile Keychain, was developed in
2008 by AgileBits as a way to allow
granular updates of individual
password entries without overloading
the mobile device processing power
that was available when the iPhone
3G was fresh and fancy. The company
later developed a newer format, called
OPVault, which encrypts nearly
everything. Myers raised a good point
by noting that Agile Keychain
remains in wide use. (OPVault leaves
the names of folders and categories
unencrypted, as well as timestamp
data, but this offers little of utility to
crackers compared to URLs and user
names.)

As AgileBits noted in its blog
entry, it didn’t migrate everyone from
the old to the new, because there
remained a mix of software releases
and devices. Not-that-long-gone
versions of 1Password—1Password 3
and older for Mac and 1Password 4
an older for iOS—can’t read
OPVault, and the company didn’t
want to break compatibility in the
interests of security.
You can imagine how this would
have looked to customers, too. “I
upgraded on my iPhone, and now my
OS X version says I have to upgrade
to read my passwords! What are you
up to?!” Instead, they erred on the
side of looking backward. AgileBits
writes that they’re going to step up
migration to the new format in
upcoming releases across all platforms
they support.

Continued on Page - 5

1Password shows the newly converted vault format relinked and resynced.
October, 2015
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However, you can switch over
today if you’re concerned about the
metadata in your vault becoming
accessible to anyone but yourself with
just a few well-documented steps at
the company’s website. Just check that
all your devices have compatible
versions of 1Password.
I went through them and it went
off tickety-boo. I made the change in
OS X, and then launched 1Password
for iOS, where I went to the Sync

settings and pointed the app to the
new file. Because the entries were
identical, just in a different format, it
only took a couple of seconds for the
sync process to show that it was up to
date.
As capability improves and
security follows, it will be more and
more important that companies keep
in mind and disclose to customers the
decisions they made for efficiency in
the past that are no longer needed.
AgileBits didn’t drag its customers
painfully to the new format—that’s
an Apple move! Apple has no
sentiment about the necessity of

moving forward with no path back.
But now that it’s taken stock with a
prod from an outsider, we’ll all reduce
our attack profile as a result.

Update: This article was updated to
reflect the potential that a Dropbox
breach would also allow 1Password
data to be obtain, and to note that
OPVault doesn’t encrypt folder and
category names, nor timestamps.



Apple Accepting Online Orders
For The New Apple TV
pple is taking online
orders
(http://tinyurl.com/n
9q22vc) for the
fourth
generation Apple TV. It costs
US$149.99 for the 32GB model
or $199 for the 64GB version.

A

Order today and it delivers
Nov. 2-4 with free shipping. Or
you can pay $17-$19 for next
day shipping (it ships Oct. 30).
The all-new Apple TV is
built from the ground up with a
new generation of highperformance hardware and
introduces an “intuitive and fun user
October, 2015

interface using the Siri Remote,”
according to Eddy Cue, Apple’s
senior vice president of Internet

Software and Services. Apple TV
runs the all-new tvOS operating
system, based on Apple’s iOS,
enabling iOS developers to create
new apps and games specifically for
the set-top box for delivery via the
new Apple TV App Store.
The new Siri Remote is
designed to simplify how you
select, scroll and navigate through
your content by using a glass touch
surface that, according to Apple,
handles both small, accurate
movements as well as big, sweeping
ones. Developers can take
advantage of the built-in
Continued on Page - 6
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accelerometer and gyroscope, and
the touch surface on the Siri Remote
to create games and other apps.
With Siri, you can use your voice
to search TV shows and movies by
title, genre, cast, crew, rating or
popularity, making it easy to say
things like “Show me New Girl,”

“Find the best funny movies
from the ‘80s,” “Find movies with
Jason Bateman” and “Find popular
TV shows for kids.” Apple TV will
search iTunes and popular apps from
Netflix, Hulu, HBO and Showtime,
displaying all the ways the resulting
TV shows and movies can be played.
Siri also offers playback control and
on-screen navigation, as well as
access to sports, stock and weather
information.

The fourth gen Apple TV
features the Apple-designed A8 chip.
tvOS supports key iOS technologies
including Metal, for detailed
graphics, complex visual effects and
Game Center, to play and share
games with friends.



Apple can't and won't give governments
back door into new iPhones
The company told a federal judge that iPhones running iOS 8 or later are impossible to unlock.
Caitlin McGarry | @Caitlin_McGarry
Staff Writer, Macworld
pple talks a big game
about its
commitment to
customer privacy, but
the words mean
something. This week, the company
told a federal judge that it’s actually
impossible to unlock a passwordprotected iPhone running iOS 8 or
later.

A

The Justice Department has
asked U.S. Magistrate Judge James
Orenstein to compel Apple to allow
the government a back door into
iPhones for law enforcement
purposes. Apple’s response:
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“In most cases now and in the
future, the government’s requested
order would be substantially
burdensome, as it would be
impossible to perform. For devices
running iOS 8 or higher, Apple
would not have the technical ability
to do what the government
requests—take possession of a
password protected device from the
government and extract unencrypted
user data from that device for the
government. Among the security
features in iOS 8 is a feature that
prevents anyone without the device’s
passcode from accessing the device’s
encrypted data. This includes
Apple.”

The company filed a brief with
Judge Orenstein Monday night,
according to the Wall Street Journal.
Why this matters: Apple
continues to affirm that the
information stored on your iPhone is
accessible only to you. While privacy
policies are reassuring, Apple backs
up its words with technology. This
prevents the company from offering
services that its competitors do—like
powerful photo analysis—because it
actually can’t access your data.

Continued on Page - 7
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Apple Wont /
Government
from page 6

“We think encryption is a must
in today’s world,” Apple CEO Tim
Cook said
Monday during
Wall Street
Journal’s
WSJDLive
technology
conference. “No
back door is a
must.”

iOS 7 not as
secure
Investigators
are pursuing a
back door into a
specific iPhone,
not all iPhones, though the request
has broad implications. The phone
in question is running iOS 7, which
means Apple can “extract certain
categories of unencrypted data” like

some files in native apps, but the
company said it would rather not.
“Forcing Apple to extract data in
this case, absent clear legal authority
to do so, could threaten the trust

If your phone is running iOS 7,
Apple said it can’t pull data from
your email, calendar, or third-party
apps, but your device isn’t quite as
locked down as it would be on iOS 8
or 9.

between Apple and its customers and
substantially tarnish the Apple
brand,” the company said in the
brief filed Monday.



Apple releases OS X El Capitan 10.11.1 update
New emojis! Microsoft Office 2016 fixes! Mail fixes! Did we mention the new emojis?
• Oct 21, 2015 10:35 AM
Apple on Wednesday released an update to its
Mac operating system, El Capitan. The
10.11.1 update is available in the App Store
under Updates. You can also go to the Apple
menu, select About This Mac, and click the
Software Update button in the Overview
window.
According to the release notes, the update
“improves the stability, compatibility, and
October, 2015

security of your Mac.” The release notes also
• Resolves an issue that prevents certain
state that the update:
Audio Unit plug-ins from functioning
• Improves installer reliability when
properly
upgrading to OS X El Capitan
• Improves VoiceOver reliability
• Improves compatibility with Microsoft
• Adds over 150 new emoji characters with
Office 2016
full Unicode 7.0 and 8.0 support
• Fixes an issue where outgoing server
We always recommend that you back up
information may be missing from Mail
your Mac before installing the update.
• Resolves an issue that prevented display of
messages and mailboxes in Mail
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MacKeeper buyers ask for refunds in
droves following lawsuit
The number of claimants has surprised even experienced class-action attorneys
Tens of thousands of people
who bought MacKeeper have
filed for refunds as part of a
proposed class-action settlement
against the application’s former
developer.
The number of refund
requests has far exceeded what is
typical in these type of lawsuits,
surprising even experienced
class-action lawyers.
But the unfortunate side
effect of the robust response
means those who’ve applied will
probably get a smaller refund.
The class-action suit was
filed in May 2014 on behalf of
Pennsylvania resident Holly
Yencha, who contended that
MacKeeper falsely flagged
security and performance
problems in order to coax
consumers into paying $39.95
for the full version.

Ukraine that originally
developed MacKeeper.
ZeoBIT no longer owns
MacKeeper and sold it in April
2013 to Kromtech Alliance
Corp. of Cologne, Germany.
Kromtech, which is not a party
in the lawsuit, says it has
undertaken efforts to rehabilitate
MacKeeper and address some of
the longstanding criticisms of
the program.
ZeoBIT proposed to settle
the lawsuit for $2 million rather
than go to trial. About one-third
of that money will go to the
plaintiff ’s attorneys, with about
$1.25 million going into a
settlement fund.
Judge Joy Flowers Conti of
the federal district court for
western Pennsylvania gave the
settlement her preliminary
approval in July, but it has yet to
earn final approval.

MacKeeper has been dogged
for years by accusations it is socalled scareware, a term for
applications that use
intimidating warnings to get
consumers to buy the program.

Since August, a courtappointed administrator has
been contacting the 513,330
people who bought MacKeeper
in the U.S. and are eligible for a
refund.

The lawsuit was filed against
ZeoBIT, a company started in

As of Sept. 26, 78,652 claims
have been filed. The claims still
need to be verified, but the

October, 2015

response rate far exceeds what is
normal in class-action suits.
Rafey S. Balabanian, an
attorney for the plaintiff with
the law firm Edelson PC, told
Judge Conti in April that claim
rates for similar class-action suits
usually range around just 1
percent to 2 percent.
So far, the MacKeeper claims
amount to around 15 percent of
those eligible, and claims can
continue to be filed through
Nov. 30 through this website.
Balabanian wrote in an Oct.
2 court filing that the claims rate
in this case “is almost
unprecedented in consumer class
actions such as this.”
There are some clues as to
why the MacKeeper claim
campaign has been so successful.
More than 90 percent of the
email addresses used to contact
MacKeeper purchasers were
valid, according to Rust
Consulting, the court’s
settlement administrator.
A toll-free number advertised
on the claim website received
Continued on Page - 9
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more than 1,000 calls. Online
ads were also placed on
Facebook. The case has also
received a fair bit of media
coverage.
The high response rate will
have no effect on ZeoBIT. If the
settlement is approved, it just
means smaller slices of the $1.25
million set aside for refunds will
go to claimants.

The plaintiff ’s attorneys
originally thought that given the
typical low response rates in class
actions, people who applied
would get back the full purchase
price of MacKeeper. Now it’s
looking like $15 or $16 each.
Attorneys for the plaintiff are
still satisfied with that amount,
because the lawsuit never
contended that MacKeeper was
“completely worthless,”
according to a court filing.

And a $2 million settlement
for ZeoBIT is a good deal that
avoids a long and potentially
expensive trial. If 513,330
people bought MacKeeper for
$39.95, ZeoBIT would have
collected more than $20 million
in revenue in the U.S. alone.



MC EFCU Employees Get
Apple Watch App Technology
eorgia’s Montgomery
County Employees
Federal Credit Union
(MC EFCU),
working with Digital
Insight, an NCR company, has
launched Apple Watch app
functionality to further enhance and
provide more mobile banking
application options.

G

credit unions in Maryland. It is a
priority for us to provide new
technologies to our members, as we
strive to provide simple and secure
ways for them to handle their
finances.”

“We are excited to begin offering
services for the Smartwatch, which is
the latest addition in our availability
of state-of-the-art technologies to
benefit our members,” says Jim
Norris, President and CEO of MC
EFCU. “MC EFCU’s iPhone App,
for example, is one of the highest
rated mobile banking apps among

The smartwatch app is accessed
through the MC EFCU mobile
banking app available for download
through the Apple App Store. It’s
available to members using an
iPhone 5 or higher.
Montgomery County Employees
Federal Credit Union
(www.mcefcu.org) primarily serves
Montgomery County government
employees, but in recent years,
expanded its charter to be able to
serve additional public sector

October, 2015

employees, retirees and family
members from other Montgomery
County agencies, including
Montgomery County Public Schools
and Montgomery College. MC
EFCU also provides an opportunity
for membership to individuals who
are supporting members of the nonprofit ARC of Montgomery County,
as well as other those who are
affiliated with other select employer
groups that are eligible for
membership.
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SMUG Membership Application
SMUG, the local Macintosh User Group provides Mac owners and users with a local
source of shared knowledge and experience through monthly meetings, training
seminars and its newsletter “The Dialog Box”.
Monthly meetings are held at the Fruitville Public Library, just east of the I-75 - Fruitville Rd. Exit
(see map on back cover)
Meeting times are 5:30PM to 7:30PM, unless specified. See website sarasotamug.com/meetings for meeting dates.
Individual and family membership is $30.00 per year payable to SMUG

Name: __________________________________________ Email Address: ___________________________
Address: _________________________________________________________________________________
City: ________________________ State: ______________ Zip: __________ Phone #: (____)___________
Mac Model: _____________________________ Date Joined: _______________Check #: _______________

People close to Steve Jobs discuss
controversial new film
'Steve Jobs,' a film of high drama and intrigue
he making of the new
film "Steve Jobs"
included almost as
much drama and
intrigue as the life of
the man it portrays. The team
working on the film, based on
Walter Isaacson's official biography,
suffered numerous setbacks during
the last four years, including a highprofile Sony hack that occurred
during production, and it was almost

T
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never made. Controversy continues
to surround the movie as a war of
words erupts between those who
worked on the film and others close
to Jobs who liken it to a posthumous
smear campaign.
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SMUG Info Line

Apple Employee
from page 1

President
Michael Ellis . . . . . . . . . . . . (941) 713-0361
E-mail . . . . . . mike@sarasotamug.com
Vice President
David Schatz . . . . . . . . . . . . . . . . . . . . . . . . .
E-mail . . . . . .david@sarasotamug.com
Treasurer
Steven E. Baker . . . . . . . . . . . . . . . 359-8687
E-mail . . . . . . . steve@sarasotamug.com

Editor, Webmaster & Industry Liaison
Ben Fernandez . . . . . . . . . . . . . . . 320-7735
E-mail . . . . . . . . ben@sarasotamug.com

Members Support
Ben Fernandez . . . . . . . . . . . . . . . 320-7735
E-mail . . . . support@sarasotamug.com

Please call at reasonable hours and ask
it this is a convenient time for them.
We appreciate your cooperation.

Visit Our SMUG WEBSITE at

Queens district attorney, in a
statement Tuesday. “The young
man, a trusted employee who
worked both as a salesperson and
tech support, is accused of
breaking that trust as well as the
law.”
The man, identified as Rubin
Profit of Queens, was arraigned
Oct. 16 on charges of seconddegree grand larceny, first-degree
criminal possession of a forged
instrument and third-degree
criminal possession of stolen
property. If convicted, Profit
could serve up to 15 years in jail.
Profit, who started working
for Apple in late 2013, was
transferred to Apple’s retail
outlet in the Queens Center
Mall when it opened in July
2015. Between August 2 and
October 15, Profit bought
$997,700 worth of Apple gift
cards at that store with the faked
credit and debit cards, Brown
said.

Apple kicked off an
investigation after getting
charge-back warnings on the gift
cards linked to Profit earlier this
month.
Apple has been hit with
similar crimes before. In July
2014, a Florida man was arrested
after allegedly using empty debit
cards to bilk more than threedozen Apple stores across the
country of over $309,000 worth
of products during a severalmonth spree.



Profit sold the Apple gift
cards at steep discounts: $200
for each card loaded with
$2,000.
When authorities arrested
Profit, he had more than 50
recoded Visa and American
Express gift cards in his
possession, and 7 Apple gift
cards valued at $2,000 each.

www.sarasotamug.com
October, 2015
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Sarasota/Manatee
Macintosh Users Group
P.O. Box 941
Venice, FL 34284-0941

Meetings:**
CURRENT: Wednesday, Oct. 28, 2015
NEXT: Wednesday, Nov 25, 2015

**Always, check our website for
any last minute changes.

www.sarasotamug.com

